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Many healthcare practitioners are
struggling to transition to electronic
health records to meet new government
mandates. One related consequence is
that many physicians are also finding 
it difficult to meet requirements for
record retention and patient access to
their records. 

In February, the Department of Health

and Human Services (HHS) for HIPAA

Privacy Rule fined Cygnet Health $4.3

million for violations for improperly

denying 41 patients access to their

medical records between September

2008 and October 2009. Yes, that

number is correct—$4.3 million!  

The civil monetary penalties for

HIPAA non-compliance totaled 

$1.3 million for violating patient rights.

The Office of Civil Rights (OCR) levied

the remaining $3 million because of

Cygnet Health’s failure to cooperate in

its year-long investigation of:

• Patient complaints.

• Failure to produce the 

medical records as demanded 

by the OCR.

• Willful non-compliance with 

the HIPAA Privacy Rule. 

Under the HIPAA Privacy Rule, a

covered entity must provide patients a

copy of their medical records within 

30 days, or in cases where the records 

are not stored on site, no later than 

60 days of the patient’s request. As

defined by HIPAA, a covered entity 

is a healthcare provider that conducts 

certain transactions in electronic 

form, a healthcare clearinghouse or 

a health plan.

This was the first time the HHS issued

a civil money penalty under the HIPAA

Privacy Rule. Soon thereafter, HHS

levied a $1 million fine against

Massachusetts General Hospital in

Boston. In this case, a laptop, which was

never recovered, was inadvertently left

on a subway by a hospital employee. The

patient data breach involved 192 patients

being treated for infectious diseases. Its

contents included patient names, dates

of birth, health insurer names and policy

numbers, diagnosis, and physician

providers. 

Patients Have Right to
Access Their Records 

It is generally accepted that the

physician or physician practice is the

legal owner of medical records generated

during the care and treatment of

patients. However, most states recognize

that patients have the right to access

their own records. 

A physician’s office must comply 

with patient requests to view their 

own medical records (or to authorize

someone other than the patient to have

access to the record on behalf of the

patient). At the same time, the practice

has a duty to protect confidential

information contained in the patient’s

medical record and should have

protective procedures in place to prevent

inadvertent or unauthorized disclosure

of the information.

When patients request their records,

they or their representative should

complete and sign the appropriate
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medical record release form. (A

representative may include a parent 

or legal guardian for a minor patient,

someone holding power of attorney for

the patient or the executor of a deceased

patient’s estate.) 

Once the appropriate release has been

signed, the physician should give the

patient a copy—never the original—of

the record in a timely fashion. HIPAA

generally requires a covered entity to

provide copies of the medical records to

patients within 30 days of their request. 

If patients request a copy of their own

records to transfer to another healthcare

provider or for personal purposes, most

states permit healthcare entities to charge

a “reasonable” copying fee. One caveat—

a patient’s record should never be “held

hostage” by a healthcare facility or

physician office to recoup outstanding

charges. (For example: “We won’t release

your records until your account is

settled.”)  Despite an outstanding balance

or lack of payment for the copied

records, a practice must comply with

HIPAA and provide a copy of a patient’s

records.

Some Exemptions Apply
Most medical record statutes

specifically address situations in which

patient information may be released

without the patient’s express permission.

The records may be released, for

example, in workers’ compensation cases,

for court-ordered treatment, and as

required by statute (e.g., cases of

infectious diseases, venereal diseases,

gunshot wounds and suspected 

child abuse). 

However, any exceptions would only

apply to general medical records. The

federal government provides an added

level of protection for the documentation

of mental health treatment, drug or

alcohol rehabilitation, HIV/AIDS, and

pregnancy in minor patients. Physicians

should take extra care with specifically

protected materials. In many states, a

special release form is required. 

HIPAA, patient confidentiality and

release of patient information should be

routine topics in new staff orientation, 

as well as in staff in-services. Practices

should implement policies and 

protocols to address requests for patient

information and record releases without

breaching patient confidentiality. 

This includes requests from patients,

other healthcare providers or facilities,

third-party payers, or patients’ attorneys

in response to a subpoena or court 

order. Physicians and their staff must

tailor their record release policies and

authorizations according to 

states requirements.

State Regulations on 
Record Retention

Many risk managers say patient

medical records should be kept forever.

But, the impracticality of that is obvious.

For large practices with paper-based

systems, record storage issues and space

limitations make “forever” not only

impractical but also impossible. In

addition, specific record retention

requirements differ by state, as individual

state legislation generally regulates the

length of time a practice must retain the

medical records.  

Medical record retention regulations

often reflect the state’s statute of

limitations, which are laws that set the

maximum time after an event within

which a legal action based on that event

may be initiated. This helps ensure that

necessary documentation will be

available in the event of a lawsuit. If a

lawsuit is filed against a physician and

there are no medical records for the

patient or the incident in question, 

the defense of the physician will be next

to impossible.  

With minor patients, it is common 

for statutes of limitations to be extended

to allow a minor patient to bring a

medical malpractice action for a

designated period of time after reaching

the age of majority. For that reason,

physicians should have special retention

procedures and schedules for records of

minor patients. 

There are also states where the statute

of limitations is extended when a patient

did not learn of the causal relationship

between an injury and the care rendered

until later (e.g., the discovery of a

retained foreign body years after

surgery). In these cases, the statute begins

to “run” upon discovery, not on the date

on which the care or procedure occurred. 

Although the physician owns the medical records, patients generally 
have the right to access their own records. 

Continued from page 1

Most states permit healthcare
entities to charge a reasonable
copying fee for patient records. 



Some state regulations allow or

authorize microfilming or other

photographic reproduction of records,

while others do not. Some states also

may specifically address the retention 

of records for deceased patients. 

HIPAA Requirements
Although the HIPAA Privacy Rule

does not specifically include medical

record retention requirements, its

administrative simplification rules do. 

A covered entity must retain required

documentation for six years from the

date it was created or was last in effect,

whichever is later. 

HIPAA also requires that covered

entities apply “appropriate

administrative, technical, and physical

safeguards to protect the privacy of

medical records and other protected

health information (PHI) for whatever

period such information is maintained

by a covered entity, including through

disposal.” HIPAA requirements preempt

state laws if they require shorter periods. 

In addition, the Centers for Medicare

& Medicaid Services requires providers’

cost reports be retained in their original

or legally reproduced form for 

a period of at least five years after the

closure of the cost report. Because the

stakes are high for non-compliance, it 

is prudent to have the practice’s legal

counsel review policies for retention 

of compliance documentation.

Regardless of Storage
Space, Confidentiality is Key

In addition to statutory requirements,

a practice should consider its available

resources and the cost to maintain

documents for an extended period of

time. Some practices may have all patient

charts stored on-site; others may have 

to store some charts off-site due to 

physical storage space limitations. 

With the transition to electronic

records, physical storage space for patient

records will become much less of an

issue. However, electronic storage brings

with it security and patient privacy risks.

Backing up electronic medical records 

is imperative, as is keeping the back-up

documents off-site for safeguarding. 

Physician practices must protect

patient information from breach or

destruction—regardless of format.

Security procedures should ensure 

that on-site or off-site physical storage

environments for medical records,

whether in hard copy or electronic

format, are kept secure. They also 

must be protected from physical 

damage, destruction or unauthorized

disclosure so that patient confidentiality

is not jeopardized.
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General Medical Records Release and
Authorization for Use or Disclosure of Protected Health Information

Please complete the following information:

Patient Name: ________________________________________________________________________________________
Address:_____________________________________________________________________________________________

_____________________________________________________________________________________________
Phone: _________________________ (Home) _________________________ (Cell) _________________________ (Work)
Date of Birth:_____/_____/_____

I authorize the custodian of records of:  ____________________________________________________________________
or other person/entity (specifically describe) to disclose/release the following information* (check all that apply):

� Entire medical record, including patient histories, office notes (except psychotherapy notes), test results, radiology studies,
films, referrals, consults, billing records, insurance records and records sent to you by other healthcare providers.

� Abstract/Summary � Pharmacy/prescription records
� Laboratory/pathology records � Other (describe specifically):
� X-ray/radiology records ______________________________________________________________ 
� Billing records ______________________________________________________________

*Note: If these records contain any information from previous providers, you are hereby authorizing disclosure of this
information.  

Disclosure of information about HIV/AIDS status, cancer diagnosis, drug/alcohol abuse, or sexually transmitted disease
must be specifically authorized in the box below.  

My initials and signature below authorize the release of health care information relating to testing, diagnosis or treatment for:
_________ HIV/AIDS _________ Mental Health _________ Sexually Transmitted Diseases
_________ Alcohol/Drug Abuse _________ Reproductive Care (minors only) 

MINORS—A minor patient’s signature is required in order to release the following information (1) conditions relating to the
minor’s reproductive care including, but not limited to, contraception, pregnancy and pregnancy termination, sterilization, and
sexually transmitted diseases (age 14 and older), (2) alcohol and/or drug abuse (age 13 and older), and (3) mental health
conditions (age 13 and older).
___________    ______________________________________________________       _____________________________
Date                 Signature of patient or patient’s authorized representative Relationship to patient if not patient

These records are for services provided on the following date(s): ________________________________________________
Please send the records listed above to (use additional sheets if necessary):
Name: _____________________________________ Name: ____________________________________ 
Address: ___________________________________ Address:___________________________________

___________________________________                                     ___________________________________  
Phone: _____________________________________ Phone: ____________________________________
Fax: _______________________________________ Fax: ______________________________________

The information may be used/disclosed for each of the following purposes:

� At my request (only the patient can check this box)
� For my health care
� For payment/insurance
� For employment purposes
� Other:

This authorization shall expire no later than: _____/_____/_____ or upon the following event _______________ (whichever 
is sooner), and may not be valid for greater than one year from the date of signature.

I understand that after the custodian of records discloses my health information, it may no longer be protected by federal
privacy laws. I further understand that this authorization is voluntary and that I may refuse to sign this authorization. My
refusal to sign will not affect my ability to obtain treatment; receive payment; or eligibility for benefits unless allowed by law.
By signing below I represent and warrant that I have authority to sign this document and authorize the use or disclosure of
protected health information and that there are no claims or orders pending or in effect that would prohibit, limit, or otherwise
restrict my ability to authorize the use or disclosure of this protected health information.
_______________________________________________                   ___________________________________________
Signature of patient (or patient’s personal representative) Date
_______________________________________________                   ___________________________________________
Printed name of patient representative Representative’s authority to sign for patient (i.e., 

parent,guardian, power of attorney for healthcare, executor)

SAMPLE GENERAL RECORDS RELEASE FORM

PSIC recommends keeping adult
patient records for a minimum of
seven years from the last date of
patient contact.
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If you have any questions you’d like our Connection
experts to answer, please e-mail them to riskmanagement@psicinsurance.com

Questions?

Physician Connection is published for policyholders of Professional Solutions
Insurance Company. Articles may not be reprinted, in part or in whole, without
the prior, express consent of Professional Solutions Insurance Company.

Information provided in Physician Connection is offered solely for general
information and educational purposes. It is not offered as, nor does it
represent, legal advice. Neither does Physician Connection constitute a
guideline, practice parameter or standard of care. You should not act or rely
upon this information without seeking the advice of an attorney.

Send all inquiries, address changes and correspondence to:
Physician Connection, P.O. Box 9118, Des Moines, IA 50306

Toll-Free 1-888-336-2642
Internet – www.psicinsurance.com

Email – riskmanagement@psicinsurance.com

PSIC Professional Solutions
INSURANCE COMPANY

The first step you should take if you
suspect a patient is considering a lawsuit
or a complaint against you before your
state board (and certainly any time you
get a letter from an attorney, a summons
or complaint) is to contact PSIC at 
1-800-640-6504. 

PSIC claims professionals have seen
just about every type of malpractice
claim possible. Consequently, they have
the expertise to identify the best way to
safeguard your reputation and protect
your practice by:

• Helping you secure all relevant
records. If you don’t secure the
proper files and a lawsuit commences
years later, it might be impossible to
find all of the records. It looks bad 
in the courtroom if some or all of a
record can’t be found.

• Ensuring that all vital testimony is
preserved. You might not remember
much about the treatment you
provided for a particular patient
when you go to trial a decade from
now and neither will your staff.
However, if PSIC deems a lawsuit 
is probable, we will evaluate the
potential claim. We will talk to 
you and other witnesses while your
memory is fresh, and preserve it
should litigation occur later. 

It’s also essential to keep this
information to yourself and not discuss 
it with family, colleagues or friends.
Although your normal response may be
to try to solve the problem, it is not a
good idea when a malpractice allegation
or board action is likely.

Every person you speak with can
become a potential witness. If you say
different things or explain things
differently to people, your defense could
be harmed and/or your credibility could
suffer in court.

You should also avoid contacting the
patient who is suing you, as well as his 
or her attorney—even when the case
involves someone you previously
considered a friend or knew
professionally. Though your intentions
may be benign, a plaintiff ’s attorney
could misrepresent this contact as a
display of guilt, fear or anger. The
probability of uttering a potentially
damaging statement far outweighs any
possible benefit from making such a call.

Moreover, do not coach your staff on
what to say about the situation. More
often than not, anything you tell them
will come out during a lawsuit—to the
detriment of your defense.

Remember, it is to your benefit to 
get an early indication of a potential
lawsuit by contacting us if you even 
have a hunch that a lawsuit is looming.
You can never be too prepared.

The Medical Record Retention Policy in 
a physician office practice should meet the
specific needs of its physicians, its patients, 
and any other legitimate users. All aspects 
of the policy should assure compliance 
with any legal, regulatory, or accreditation
requirements applicable to the practice and 
its physicians. A Medical Record Retention
Policy should contain:

•   What patient information will be kept 
and in what format.

•   The length of time medical records will 
be kept, with a specific retention and
destruction schedule defined and outlined.

•   Whether off-site storage of paper records 
is necessary. Specific definitions should
include which paper records will be moved
off-site, when (e.g., after x years of no
patient contact) and where (the exact
storage location).

•   The specific storage media that will be 
used for various types of records (e.g.,
paper, electronic, optical disk, microfilm,
magnetic tape, external hard drive, etc.).

•   A designated employee who will be
responsible for enforcing the practice’s
record retention policy, including:
– Identifying those records to be moved

to offsite storage.
– Identifying those records to be

purged/destroyed.
– Maintaining a log of destroyed 

patient records, including patient name,
ID or medical record number, birth
date, date of last admission, visit or
other contact with the facility, date
destroyed, and method of destruction.

•    A designated method of disposal 
(e.g., shredding or burning), including 
who will do the record destruction 
(e.g., a designated employee or an 
outside, commercial vendor or record
destruction service).

•    If the practice routinely stores patient
radiographs with the medical records,
appropriate retention schedules and
methods of destruction of X-rays 
when purged should be identified and
addressed in the practice’s policies 
and procedures.

Source: Adapted with permission from Rozovsky, F.A. 
and Conley, J. L. (2010). Health Care Organizations Risk
Management: Forms, Checklists & Guidelines, 3rd Edition.
Wolters Kluwer Law and Business, New York, NY.

SAMPLE COMPONENTS OF A
PHYSICIAN PRACTICE MEDICAL
RECORD RETENTION POLICY

What to Do When
A Patient Might Sue


