
Maria Jefferson was in her late 50s
when she first saw Emil Hampton,
DDS, in January 2009. She came into
the clinic because she wanted to redo
her teeth with an implant-retained
denture. 

After consulting with Maria and
discussing her options, Dr. Hampton
planned to remove her few remaining
teeth and failing bridgework and replace
them with implant-supported
overdentures.

Because cost was an important
factor to Maria, Dr. Hampton suggested
beginning with the uppers and then
proceeding to the lowers. Maria agreed
with this plan, and the treatment began. 

After the extractions, Dr. Hampton
placed four upper and four lower
implants. He then planned the
fabrications of the final dentures that
would be placed after the implant areas
healed.

Several months later, Dr. Hampton
contacted Maria to let her know it was
time to deliver the upper denture. Upon
hearing this, Maria became very upset

because she didn’t realize she would be
receiving removable dentures. However,
she decided to proceed with the
treatment plan anyway. 

Dissatisfaction Results with
Dentures

Maria came in multiple times for
try-ins and adjustments of the dentures,
but Dr. Hampton still had difficulty
obtaining a good and final fit. The
problems were significant enough that
Dr. Hampton decided to write off a
portion of Maria’s costs to redo the
dentures. He also tried a few different
labs because he was at a loss to explain
why the dentures weren’t obtaining
Maria’s satisfaction. 

Around this time, and with the first
portion of the bill still not paid in full,
Maria decided she did not want an
implant-supported overdenture. Instead,
she wanted a fixed bridge supported by
the implants.

Dr. Hampton discussed with Maria
her options for a fixed denture, given
the work that had been done. He also
shared the costs involved with initiating
a new plan that would create a shorter
arch with no treatment to the rear molar
area. Maria reluctantly agreed to this
proposed plan; however, she was not
immediately treated, due to a family
crisis. 

When she returned to Dr. Hampton
to commence treatment, Maria decided
she wanted to obtain additional
implants in the rear arch. This would
complete the shorter arch with separate
rear implants, and Dr. Hampton agreed
to proceed, as long as Maria paid off her
prior balance. Consequently, Dr.
Hampton obtained the patient’s
agreement to continue with yet another
partial treatment plan. 

Maria later said that the removable
dentures were never comfortable, even
though Dr. Hampton continued to
adjust them. However, this was in
contrast to Dr. Hampton’s records that
said the dentures were a good fit. Dr.
Hampton never placed the implants in
the rear arch.
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When Electronic Records Hurt 
the Defense

Maria said the dentures
were never comfortable.
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Finally, in May 2010, a year and a
half into treatment, Maria decided not
to return to Dr. Hampton’s care. Instead,
Maria pursued treatment with another
dentist. While Maria was receiving care
from that other dentist, one of the
implants Dr. Hampton placed failed.
Maria then decided to file a lawsuit
against Dr. Hampton. 

The Defense Assesses the Case
A review of Dr. Hampton’s mostly

electronic records revealed they did not
provide sufficient detail to paint a
complete picture of what happened
during the patient’s course of care. Nor
did the records reflect any of the
numerous difficulties Dr. Hampton
encountered along the way. In addition,
the printouts with the actual dates of
treatment were scant and hard to follow
chronologically. 

There were also inconsistencies in
certain appointment dates compared to

the prescription records. Some entries
identified the wrong author of the note.
One block of appointments included no
progress notes at all. There was no new
proposed treatment plan noted, even
though the original plan was included in
the records. Phone conversations with
the patient were not recorded. Indeed,
most of the notes consisted of a single

line entry. It was only after an in-depth
discussion with Dr. Hampton and an
extensive review of the electronic
records that a somewhat clearer picture
of the case emerged. 

Dr. Hampton explained that during
the course of this patient’s care, his
office had installed a new electronic
recordkeeping software system. The
newness of the system, he explained,
accounted for some of the errors and
inconsistencies in dates of care. He also
explained that initially it was his office’s
process to keep the system terminals
open under one user name each day. As
a result, the name of that user appeared
on every entry in the records for that
day—regardless of who actually made
the entry. He also explained a system
crash led the practice to lose patient
information for a short time. This
accounted for the block of appointments
with no notes.

Other Dental Providers Revealed
During discovery, the defense

learned that Maria had seen not just one
dentist but a number of dentists after
leaving Dr. Hampton’s care. Not only
was she trying to find a dentist to put in
the full-arch, implant-supported fixed
dentures she desired, but she was also
trying to find dentists who were willing
to criticize Dr. Hampton’s work. 

Fortunately, these other treaters
refused to support Maria’s contentions,
and they provided explanatory and
favorable deposition testimony on
behalf of Dr. Hampton. In addition,
their records were explicit, clear and
detailed records, and supported Dr.
Hampton’s position. As a result, the
defense was able to overcome the
problems associated with Dr. Hampton’s

records. 
What’s more, the defense retained a

well-qualified expert to defend the
treatment Dr. Hampton provided to
Maria, and Maria admitted to most facts
as Dr. Hampton described them. This
strong defense ultimately resulted in the
plaintiff ’s lawyer voluntarily dismissing
the case.

This case study was written by Linda
Hay, J.D. All names used in Dental
Insights case studies are fictitious to
protect patient privacy. 
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Dr. Hampton’s electronic records did not reflect the complete 
picture of what transpired during the patient’s care.

It was the office process to
keep the system terminals
open under one user name
each day.
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In the past decade, information 
technology has significantly impacted
every aspect of healthcare delivery.
Electronic health records (EHRs) 
have become the norm, with various
“pros” and “cons” associated with
them.

The pros of EHRs include:
 The ability to access patient health

information (PHI) and records
simultaneously.

 Documentation through the use 
of template forms, free text options
and legible notes.

 Improved patient safety and quality
of care from integrated alerts and
prompts that include diagnostic
test results, preventive care, and 
patient and provider result notifi-
cation.

 Medication management via 
e-prescribing systems that may 
reduce the risk of adverse drug
events and improve patient safety
and practice efficiency.

 Enhanced patient care delivery
models and treatment outcomes
through the use of built-in preven-
tive care, clinical decision-support
and disease-management systems.

 Administration and paperwork 
efficiencies.

Potential Risks and Liabilities
In addition to potential medical-

legal and patient safety issues, the use 
of EHRs can present a number of
system-related issues, which include:

System Malfunctions due to power
failures or technical/programing
malfunctions are probably the most
frequent causes of EHR failures or

problems. Unfortunately, they are
difficult to prevent. The result is the
inaccessibility of PHI when it is needed
for patient diagnosis or treatment.
(Example: The screen freezes when a
dentist tries to open a patient’s EHR.)
While not all malfunctions are harmful
to patients, they can lead to serious
delays in treatment or diagnosis and put
patients at risk.

The practice should have procedures
in place that address these events so a
dentist and/or other practice staff will
know what to do when encountering a
malfunction. In addition, the back-up
plan should allow for no significant
interruption in the delivery of patient
care or the practice’s routine. This back-
up plan should be periodically tested to
ensure it is still viable over time.

Interoperability, ensuring that
computers communicate with each other
and all systems speak the same language,
is one of the most significant challenges
in computerizing healthcare. With
computer hardware and software
constantly being upgraded, this can be
extremely difficult. 

There is the potential to trigger
adverse events and increase liability
exposure for healthcare facilities and
providers. Having a system that can

communicate with other systems,
electronic devices (e.g., smartphones),
practices, providers, and patients as
needed and without exception is
essential.

The wider access to PHI also exposes
the system to hacking, viruses, general
privacy and security risks, and
unauthorized disclosure of PHI. It is
paramount to have regularly updated
security policies and procedures that
address issues such as controlling access
and using network tools to counteract
viruses. An EHR is a much more
dynamic record than a paper chart, as
data can be entered at any time.

Interoperability also leads to a
significantly increased amount of
information in an EHR. At first glance,
this appears to be a positive—more
comprehensive history, test results and
consults—all in one e-chart accessible
from anywhere. However, this may mean
an overwhelming amount of PHI
available to be read and considered
before making clinical decisions. A hasty
review could result in a critical piece of
information being missed.

Also troublesome is the need to rely
on information from other providers
who may not be personally known to the
dentist. Obviously, dentists will need to
use their clinical judgment to determine
what is best for the patient and
document their rationales for these
decisions.

Templates and forms for routine
patient encounters can result in a
consistency not previously found in
medical records. With paper charts,
everyone charted differently and patient
information could be found in different
locations, depending on who wrote the
note or entered the data. 

EHRs ... The Good, The Bad and The 
“To Be Determined”

Continued on page 4
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Since dentistry has no operational
set of diagnostic codes, the dentist must
send claim attachments to show “proof
of loss” and why a treatment procedure
is being done. These should not be
canned but be specific to the individual
clinical condition of the patient.

Another situation to monitor with
templates and forms in some systems is
that patient data from one form will
“automatically” populate to other forms
within the same patient’s record. This is
usually a software programing feature
intended to save time and, theoretically,
prevent input errors. However, it could
allow out-of-date or incorrect
information to be inadvertently carried
forward throughout the EHR. 

Copy and paste is the practice of
healthcare providers simply copying
patient information, progress notes, 
test results and inserting them again
elsewhere in a patient’s EHR rather than
re-entering the data. This practice is
fraught with potential patient safety 
and liability risks. Cases have been 
seen where copy and paste was done 
so frequently it perpetuated the 

dissemination of an inaccurate diagnosis
among several providers. Data entered
should not be generic in nature, but
individualized to each patient.

The practice also has serious
insurance fraud and abuse ramifications
if the system is using inappropriate,
incorrect copied-and-pasted information
as the basis for the practice’s billing and
coding. Dentists should review all data
entered to ensure that it’s valid, correct,
and applicable to the particular patient
and the particular encounter. 

Alarm fatigue is a term that was first
used when hospital nursing staff became
so desensitized to the various alarms
from ECG monitors, IV infusion pumps,
etc., that the alarms became ineffective.
Too often, an alarm signaled something
insignificant like a low battery.
Eventually, alarms were rarely viewed as
urgent, which delayed needed care when
a real emergency set off an alarm. The
same type of syndrome could occur if
dentists become desensitized to built-in
alerts in EHR systems. Though alarm
fatigue is not yet an issue for most
dentists, developing policies and
procedures in this regard may help avert
a potential problem.

The HIPAA Privacy Rule contains a
number of provisions to protect patient
information and practice business
records. For more information about the
Rule, go to www.ada.org/8753.aspx.

      

The practice should have 
procedures in place for the
event of a system malfunction.
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Points to Remember

The issues addressed in this
publication are just the tip of the
iceberg. New exposures will
continue to evolve with the
expansion and continued
development of technology, and
the progression to a “paperless”
healthcare industry.

Ideally, the practice will have
someone on hand who is
technology savvy and
knowledgeable about the many
laws and regulations that impact
the collection and storage of PHI.
But dentists must still be
proficient with the EHR systems
used daily. It is important to know
what your system can do, what
built-in features it provides to
improve patient care and practice
efficiency, and how to navigate
through the record to find reports
and clinical data from other
providers or other facilities.


